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Abstract 
Steganography is the art of hiding the information within the carrier file such as image, audio, etc. 
in such a way that the carrier would appear as an ordinary file to the intruders.Steganography is 
the writing hidden messages in such a way that no   one apart from the sender and intended 
recipient even realizes that there is a hidden message. By contrast, cryptography obscures the 
meaning of a message, but it does not conceal the fact that there is a message.  
 
I.  INTRODUCTION 
Today, the term steganography includes the concealment of digital information within computer files. 
For example, the sender might start with an ordinary-looking image file, then adjust the color of every 
100th pixel to correspond to a letter in the alphabet—a change so subtle that someone who isn't 
actively looking for it is unlikely to notice it. 
Steganalysis is the detection of the hidden information present in a carrier. It is the art of discovering 
and rendering useless such covert messages. Steganalysis can be divided into two parts: Passive and 
Active.                
Passive Steganalysis involves only detection of the presence of hidden information or a modified 
carrier whileActive Steganalysis involves extracting the hidden information as well. Our system 
works on Passive steganalysis. 
Steganalysis techniques produce some discernible change in the file size, statistics or both. These 
changes can manifest themselves in color variations, loss of resolution and other distortions that are 
visible to the human eye.  
The purpose of this project is to implement the tool which will embed a secret message (which might 
be a copyright mark, or a covert communication, or a serial number) in a cover message (such as an 
audio recording, or digital images, or the video files, etc) and provide the highly private and secure 
data transfer without third party intervention.Applications of steganography include protection against 
detection (data hiding) & protection against removal that seem to hold promise for copyright 
protection, tracing source of illegal copies, etc. 
 
II. STEGANOGRAPHY BASICS 
Steganography literally means covered writing. Steganography simply takes one piece of information 
and hides it within another file like images contain unused or insignificant areas of data. 
Steganography certainly has beneficial advantages. It is an effective tool for protecting personal 
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information. Steganography has its place in the security. On its own, it won’t serve much but when 
used as a layer of cryptography; it would lead to a greater security. 
Detection of covert communications that utilize images has become an important issue. So we are 
providing steganography using image, documents and audio as media, including security.  
 
III. HISTORY OF STEGANOGRAPHY 
Hidden messages on messenger's body: also in ancient Greece. Herodotus tells the story of a message 
tattooed on a slave's shaved head, hidden by the growth of his hair, and exposed by shaving his head 
again. 
In the 20th century, invisible inks where a widely used technique. In the Second World War, people 
used milk, vinegar, fruit juices and urine to write secret messages. When Heated, these fluids become 
darker and the message could be read. 
Giovanni Batista Porta described how to conceal a message within a hard boiled egg by writing on the 
shell with a special ink made with an ounce of alum and a pint of vinegar. The solution penetrates the 
porous shell, leaving no visible trace, but the message is stained on the surface of the hardened egg 
albumen, so it can be read when the shell is removed. 
The first recorded uses of steganography can be traced back to 440 BC when Herodotus mentions two 
examples of steganography in The Histories of Herodotus. Demaratus sent a warning about a 
forthcoming attack to Greece by writing it directly on the wooden backing of a wax tablet before 
applying its beeswax surface. Wax tablets were in common use then as reusable writing surfaces, 
sometimes used for shorthand. Another ancient example is that of Histiaeus, who shaved the head of 
his most trusted slave and tattooed a message on it. After his hair had grown the message was hidden. 
The purpose was to instigate a revolt against the Persians 
 
IV. STEGANOGRAPHIC SYSTEM 
Fig 1 
Modular Description Ü Message File: The data to be concealed.  Ü Cover File: The file which will be used to hide the message (also called a carrier or a 
container. Ü Secret Key: The Secret Key with the help of which the hidden message in a cover signal  can 
be extracted at the receiving side. It is used as secured key.  Ü Steganography Tool: This module is to embed the message one wants to hide within the 
carrier using a steganographic technique which give Stego-file as output.  Ü Stego-file: The Stego-file is output of the System at sender end and input at the receiver  end.  Ü Communication Channel: The Communication Channel is any transmission medium. 
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Fig 1 
 
V. STEGANOGRAPHIC TECHNIQUES 
A. Physical steganography 
Steganography has been widely used, including in recent historical times and the present day. 
Possible permutations are endless and known examples include: 
Hidden messages within wax tablets — in ancient Greece, people wrote messages on the wood, 
then covered it with wax upon which an innocent covering message was written 
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• Hidden messages on messenger's body — also used in ancient Greece. Herodotus tells the story of 
a message tattooed on a slave's shaved head, hidden by the growth of his hair, and exposed by 
shaving his head again. The message allegedly carried a warning to Greece about Persian invasion 
plans. This method has obvious drawbacks, such as delayed transmission while waiting for the 
slave's hair to grow, and the restrictions on the number and size of messages that can be encoded 
on one person's scalp. • During World War II, the French Resistance sent some messages written on the backs of couriers 
using invisible ink. • Hidden messages on paper written in secret inks, under other messages or on the blank parts of 
other messages. • Messages written in Morse code on knitting yarn and then knitted into a piece of clothing worn by 
a courier. • Messages written on envelopes in the area covered by postage stamps. • During and after World War II, espionage agents used photographically produced microdots to 
send information back and forth. Microdots were typically minute, approximately less than the 
size of the period produced by a typewriter. World War II microdots needed to be embedded in 
the paper and covered with an adhesive, such as collodion. This was reflective and thus detectable 
by viewing against glancing light. Alternative techniques included inserting microdots into slits 
cut into the edge of post cards. • During World War II, a spy for Japan in New York City, Velvalee Dickinson, sent information to 
accommodation addresses in neutral South America. She was a dealer in dolls, and her letters 
discussed how many of this or that doll to ship. The stegotext was the doll orders, while the 
concealed "plaintext" was itself encoded and gave information about ship movements, etc. Her 
case became somewhat famous and she became known as the Doll Woman. 
Cold War counter-propaganda. In 1968, crew members of the USS Pueblo intelligence ship held as 
prisoners by North Korea, communicated in sign language during staged photo opportunities, 
informing the United States they were not defectors, but rather were being held captive by the North 
Koreans. An example of above explanation is given below: 
 
Example 
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Within this picture, the letter positions of a hidden message are represented by increasing numbers (1 
to 20), and a letter value is given by its intersection position in the grid. For instance, the first letter of 
the hidden message is at the intersection of 1 and 4. So, after a few tries, the first letter of the message 
seems to be the 14th letter of the alphabet; the last one (number 20) is the 5th letter of the alphabet. 
B. Digital Steganography 
Modern steganography entered the world in 1985 with the advent of the personal computer being 
applied to classical steganography problems. Development following that was slow, but has since 
taken off, going by the number of "stego" programs available: Over 800 digital steganography 
applications have been identified by the Steganography Analysis and ResearchCenter. Digital 
steganography techniques include: • Concealing messages within the lowest bits of noisy images or sound files. • Concealing data within encrypted data or within random data. The data to be concealed is first 
encrypted before being used to overwrite part of a much larger block of encrypted data or a 
block of random data (an unbreakable cipher like the one-time pad generates ciphertexts that 
look perfectly random if you don't have the private key). • Concealed messages in tampered executable files, exploiting redundancy in the targeted 
instruction set. • Pictures embedded in video material (optionally played at slower or faster speed). • Changing the order of elements in a set. • Content-Aware Steganography hides information in the semantics a human user assigns to a 
datagram. These systems offer security against a non-human adversary/warden. • Blog-Steganography. Messages are fractionalized and the (encrypted) pieces are added as 
comments of orphaned web-logs (or pin boards on social network platforms). In this case the 
selection of blogs is the symmetric key that sender and recipient are using; the carrier of the 
hidden message is the whole blogosphere. • Modifying the echo of a sound file (Echo Steganography) 
Example: 
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Image of a tree. Removing all but the two least significant bits of each color component produces an 
almost completely black image. Making that image 85 times brighter produces the image below. 
 
 
 
C. Printed Steganography 
Digital steganography output may be in the form of printed documents. A message, the plaintext, may 
be first encrypted by traditional means, producing a ciphertext. Then, an innocuous covertext is 
modified in some way so as to contain the ciphertext, resulting in the stegotext. For example, the letter 
size, spacing, typeface, or other characteristics of a covertext can be manipulated to carry the hidden 
message. Only a recipient who knows the technique used can recover the message and then decrypt it. 
Francis Bacon developed Bacon's cipher as such a technique. 
 
VI. APPLICATIONS • Usage in modern printers 
Steganography is used by some modern printers, including HP and Xerox brand color laser printers. 
Tiny yellow dots are added to each page. The dots are barely visible and contain encoded printer serial 
numbers, as well as date and time stamps. • Alleged use by terrorists 
When one considers that messages could be encrypted steganographically in e-mail messages, 
particularly e-mail spam, the notion of junk e-mail takes on a whole new light. Coupled with the 
"chaffing and winnowing" technique, a sender could get messages out and cover their tracks all at 
once. 
Despite this, there are no known instances of terrorists using computer steganography. Al Qaeda's 
use of steganography is somewhat simpler: In 2008 a British man, Rangzieb Ahmed, was alleged to 
have a contact book with Al-Qaeda telephone numbers, written in invisible ink. He was convicted of 
terrorism. • Alleged use by intelligence services 
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In 2010, the Federal Bureau of Investigation revealed that the Russian foreign intelligence service 
uses customized steganography software for embedding encrypted text messages inside image files 
for certain communications with "illegal agents" (agents under non-diplomatic cover) stationed 
abroad. 
 
VII. CONCLUSION 
Thus we would like to conclude that stegonagraphy is like a two edged sword. Its applicationsrange 
from all the frontiers for intelligence services and also do aid the likes of the infamous terrorist.  
Stegonagraphy is an emerging trend in the field of data security and encryption.The advantage of 
steganography, over cryptography alone, is that messages do not attract attention to themselves. 
Plainly visible encrypted messages—no matter how unbreakable—will arouse suspicion, and may in 
themselves be incriminating in countries where encryption is illegal. Therefore, whereas cryptography 
protects the contents of a message, steganography can be said to protect both messages and 
communicating parties. 
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